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GOVERNMENT DEGREE COLLEGE
BHADRACHALAM

BHADRADRI KOTHAGUDEM DISTRICT, TELANGANA STATE

DEPARTMENT OF COMPUTERS
CERTIFICATE COURSE
2020-21
ON




Place: Bhadrachalam
Date: 04.02.2021.

To
The Incharge The Principal
Department of Computers Govt. Degree College
Govt. Degree College Bhadrachalam.
Bhadrachalam.
Sir,
' «{ of Certificate Course in Cyber

Sub: Department of Computers. Conduct
Security for 30 days.

For academic year 2020-2021.Permission requested -Reg.

With reference to the Subject, I hereby Submit to your kindself that the Department of

Computers is planning to conduct a 30-day certificate Course in CYBER SECURITY for I
Year students of B.com/BA. This course is useful to provide self-employment opportunities
to the students. Theory syllabus has been planned to benefit the student to acquire more

theoretical knowledge skills among the students. Hence, I request you 10 kindly permit the

department to conduct the said course with effect from 09/02/2021.

Thanking you sir.

Yours Faithfully,

)U’wﬁ{:‘(

%@d ( )

Cvi. Degree Collec »
Biad < chalam-507 1 /1,
B8h 'dradn Kothagudem . t.




NOTICE
Students it IS to inform you that Department of
CDM\IQ_L\M—Z is organizing certificate course for __ students for
~AHO days ie., from CILALQ_L to n\’%]?[ for _‘:‘Lﬁ year students. The
course is in CKA Dex Sc(‘u@[,j’ . Timings for the
course is from ’_-k;_QO_PmTO 5sm19_rq Interested students are invite to register your

names for the course in the department.

Department of COMPJ@
C(DC— Q)"\CAC)I TQCJ'\FL\GI\")_




GOVERNMENT DEGREE COLLEGE
BHADRACHALAM

CYBER SECURITY
(Certificate Course)
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CYBER SECURITY

(Total Instruction hours-30)

UNIT -1 (Proposed hours of instruction-8 hrs)
NRr R
Introduction to Cyber Security: Basic Cyber Security Concepts, layers—ol—securty,
Vulnerability, threat, Harmful acts, Internet Governance — Challenges and Constraints,
Computer Criminals, CIA Triad, Assets and Threat, motive of attackers, active attacks,
passive attacks, Software attacks, hardware attacks, Cyber Threats-Cyber Warfare, Cyber
Crime, Cyber terrorism, Cyber Espionage, etc., Comprehensive Cyber Security Policy.

UNIT - II (Proposed hours of instruction-8 hrs)

Cyberspace and the Law & Cyber Forensics: Introduction, Cyber Security Regulations,
Roles of International Law. The INDIAN Cyberspace, National Cyber Security Policy.

Introduction, Historical background of Cyber forensics, Digital Forensics Science, The
Need for Computer Forensics, Cyber Forensics and Digital evidence, Forensics Analysis of
Email, Digital Forensics Lifecycle, Forensics Investigation, Challenges in Computer

Forensics

UNIT - I1I (Proposed hours of instruction-7 hrs)

Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and
Wireless Devices, Trends in Mobility, Credit card Frauds in Mobile and Wireless
Computing Era, Security Challenges Posed by Mobile Devices, Registry Settings for Mobile
Devices. Authentication service Security, Attacks on Mobile/Cell Phones, Organizational

security Policies and Measures in Mobile Computing Era, Laptops.
UNIT- 1V (Proposed hours of instruction-7 hrs)

Cyber Security: Organizational Implications: Introduction, cost of cybercrimes and IPR

Issues, web threats for organizations, security and marketing: security risks and perils for
organizations, social computing and the associatedchallenges for organizations.

¥
Prim:ipJ 2-
C.ovt. Degree Colleg ¥
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CYBER SECURITY

(Certificate Course)

Time: 2 Hours Max.Marks:50M

I. What is Cyber Security

a) Cyber Security provides security against malware

b) Cyber Security provides security against cyber-terrorists
¢) Cyber Security protects a system from cyber attacks

d) All of the mentioned

2. What does cyber security protect

a) Cyber security protects criminals

b) Cyber security protects internet-connected systems
¢) Cyber security protects hackers

d) None of the mentioned

3. Who is the father of computer security

a) August KerckhofTs
b) Bob Thomas

¢) Robert

d) Charles

4. Which of the following is defined as an attempt to steal. spy, damage or destroy computer
systems, networks, or their associated information [ ]

a) Cyber attack

b) Computer security
¢) Cryptography

d) Digital hacking

5. Which of the following is a type of cyber security

a) Cloud Security

b) Network Security

¢) Application Security
d) All of the above

6. What are the features of cyber security [

a) Compliance
b) Defense against internal threats

) Threat Prevention
@ abo B




7. Which of the following is an objective of network security
a) Confidentiality
b) Integrity

¢) Availability

d) All of the above

8. Which of the following is not a cybercrime
a) Denial of Service

b) Man in the Middle

¢) Malware

d) AES

9. Which of the following is a component of cyber security
a) Internet Of Things

b) Al

¢) Database

d) Attacks

10. Which of the following is a type of cyber attack
a) Phishing

b) SQL Injections

c¢) Password Attack

d) All of the above

I'1. Which of the following is not an advantage of cyber security
a) Makes the system slower

b) Minimizes computer freezing and crashes

c) Gives privacy to users

d) Protects system against viruses

12. “Cyberspace™ was coined by
a) Richard Stallman

b) William Gibson

c) Andrew Tannenbaum

d) Scott Fahlman

13. In which year has hacking become a practical crime and a matter of concern in the field of

cyber technology [ ]
a) 199

b) 1983

¢) 1970

d) 1964




14. Governments hired some highly skilled hackers for providing cyber security for the country
or state. These types of hackers are termed as [ ]

a) Nation / State sponsored hackers

b) CIA triad

¢) Special Hackers

d) Government Hackers

I5. Which of the following act violates cyber security I I
a) Exploit

b) Attack

¢) Threat

d) Vulncrahilily

16. Which of the lollowing actions compromise cyber security [ J
a) Vulncmhilil)

b) Attack

¢) Threat

d) Exploit

I7. Which of the following is the hacking approach where cyber-criminals design fake websites
or pages for tricking or gaining additional traffic [ |

a) Pharming

b) Website-Duplication

¢) Mimicking
d) Spamming

18. Which of the follow ing is not a type of peer-to-peer cyber-crime ( |
a) MiTM

b) Injecting Trojans to a target victim

¢) Credit card details leak in the deep web

d) Phishing

19. A cyber-criminal or penetration tester uses the additional data that stores certain special
instructions in the memory for activities to break the system in which of the following attack

[ st

a) Click jacking
b) Buffer-overflow

¢) Phishing
 OMITM




d) Fixing the bugs |

28. Which of the following online service's privacy cannot be protected using Tor| |
a) Browsing data ‘
b) Instant messaging ‘

¢) Login using ID \
d) Relay chats \
29. Which of the following term refers to a group of hackers who are both white and black hat|

\
| |

a) Yellow Hat hackers
b) Grey Hat hackers \
¢) Red Hat Iackers |
d) White-Black Hat Hackers \

30. Which of the following is not an email-related hacking tool | ]
a) Mail Password
b) Email Finder Pr

|
c) Mail PassView .‘
d) Sendinc

; ) s ; t
30. Which of the following DDoS$ in mobile systems wait for the owner to trigger the cyber '

attack [ ] 1
a) botnets \
b) programs

¢) virus \
d) worms

31. Which of the following is the least strong security encryption standard [ ] \

a) WPA331. Which of the following is the least strong security encryption standard?
a) WPA3

b) WPA2

c) WPA

d) WEP

32. Which of the following is a Stuxnet (2| |
a) Trojan \
b) Antivirus
¢) Worm
d) Virus

33. Which of the followmg ethical hacking technique is used for determining whjch ogeratmg'
system (OS) is running on a remote computer

O
a) Operating System fingerprinting . -'l




b) Operating System penetration testing
¢) Digital-printing
d) Machine printing

34. Which of the following can diminish the chance of data leakage

a) Steganography
b) Chorography
¢) Cryptography
d) Authentication

35. In which of the following, a person is constantly followed/chased by another person or group
of several peoples [ ]
a. Phishing

b. Bulling

c. Stalking

d. ldentity theft

36) Which one of the following can be considered as the class of computer threats [ ]
a. Dos Attack
b. Phishing

¢. Soliciting

d. Both A and C

37) Which of the following is considered as the unsolicited commercial email [ ]
a. Virus

b. Malware

c. Spam

d. All of the above

38) Which of the following usually observe each activity on the internet of the victim, gather all
information in the background, and send it to someone else [ ]

a. Malware
b. Spyware
c. Adware
All of the above

10



39) is a Lype of soltware designed to help the user's computer detect viruses and avoid
them. | | ';
a. Malware |
b. Adware “
c.  Antivirus l

d. Both B and C \

40) Which one of the following is a type ol antivirus program | |

a. Quick heal
b. Mcafee
c. Kaspersky
d. All of the above

41) It can be a software program or a hardware device that filters all data packets coming

through the internet, a network, etc. it is known as the | |
a. Antivirus

b. Firewall

c. Cookies

d. Malware

42) Which of the following refers to stealing one's idea or invention of others and use it for their
own benefits [ |

a. Piracy

b. Plagiarism

c. Intellectual property rights

d. All of the above QR g -

11




; . t F i g king or
43) Read the following statement carefully and find out whether it is correct about the hacking

not| |

It can be possible that in some cases, hacking a computer or network can be legal.

No. in any situation, hacking cannot be legal

b. 1t may be possible that in some cases, it can be referred to as a legal task

; . = ; . . Foo " i slate b the
44) Which of the following refers to exploring the appropriate, ethical behaviors related to tl

online environment and digital media platform | |

Cyber low
b. Cyberethics
c. Cybersecurity

d. Cybersafety

45) Which of the following refers to the violation of the principle if a computer is no more
accessible [ ]

Access control

b. Confidentiality
c. Availability
d.

All of the above

46) Which one of the following refers to the technique used for verifying the integrity of the
message | |

Digital signature

b. Decryption algorithm

c. Protocol

d. Message Digest

12



47) Which one of the following usually used in the process of Wi-Fi-hacking [ |

a. Aircrack-ng
b. Wireshark
¢. Norton

d. All of the above

48) Which of the following port and IP address scanner famous among the users |
a. Cain and Abel

b.  Angry IP Scanner

c. Snort

d. Ettercap
49) Which of the following is not a type of scanning [ |
a. Xmas Tree Scan

b. Cloud scan

c. Null Scan

d. SYN Stealth

50) In system hacking, which of the following is the most crucial activity [ |
a. Information gathering

b. Covering tracks

c. Cracking passwords

d. None of the above

13
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